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Advanced Video Surveillance for Port Terminal Security

Harnessing the potential of artificial intelligence to detect hazardous events in
real time and empower security managers: this is the result of the innovative
solution developed by Aitek for the PSA SECH terminal at the Port of Genoa.



Within a port terminal, the use of
technological systems for the automatic, real-
time detection of events that may pose a
threat to the security of operational areas is
essential.

However, standard video surveillance
systems are no longer sufficient and fail to
guarantee appropriate security
standards—especially in a highly sensitive
environment such as a port, where risks must
be minimized.

For this reason, PSA SECH — one of the
leading container terminals in the Port of
Genoa and the wider Mediterranean,
handling around 250,000 TEUs annually —
has relied on Aitek’s expertise in the design
and development of technological solutions
based on advanced artificial intelligence
algorithms.

The AiVu Platform for
PSA SECH Terminal Security

To ensure the highest standards of quality and
reliability, the video surveillance system covering the
205,000 square meters of the PSA SECH Terminal
incorporates components from Aitek’s AiVu platform.

Specifically designed for mission-critical applications
such as port security, the solution utilizes state-of-the-
art technologies, including AiVu-VMS video
management software, AiVu-NVR digital recording
devices, and AiVu-Client D for viewing video streams
within the terminal’s control room.

The system, which comprises 80 digital cameras
positioned at key locations, is managed by the AiVu
platform to address every security requirement while
ensuring full compliance with regulatory standards.
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Furthermore, the use of interactive maps of the
monitored areas, on which the installed cameras are
marked, provides an intuitive overview of the
monitored site, further supporting monitoring tasks.

To achieve outstanding performance, the solution
integrates standard surveillance features with state-
of-the-art video analytics algorithms. These are
capable of processing video streams in real time to
provide advanced capabilities, such as subject
tracking and the automatic detection of intrusions or
other potentially hazardous situations.

AiVu-VMS is a professional application designed for
the management, display, and transmission of video
streams from various surveillance cameras and
devices. As a reliable, high-performance video
management solution, it includes all the essential
functionalities for device configuration, user profile
management, video stream distribution, recording
storage, and system diagnostics.

Its interface offers operators a wide range of features,
including live image viewing, the configuration of
camera patrols for cyclical displays of predefined
shots, simultaneous access to multiple cameras, and
a recording archive to reconstruct specific events and
download footage.

Currently, 16 cameras are dedicated to video
analytics. Their video streams are acquired by two
dedicated AiVu-NVR devices, which host the

algorithms for automatic event detection. These
algorithms generate real-time alerts whenever an
event of interest occurs, automatically filtering out
false positives or redundant data.

The solution developed for PSA SECH utilizes video
analytics based on deep learning — an artificial
intelligence technique that relies on neural network
training to achieve exceptionally high reliability in
image and video analysis, regardless of shooting or
environmental conditions.

Thanks to its data-driven training approach, the
neural network improves its performance as the
volume of learning data increases over time, allowing
the algorithm to adapt dynamically to new or evolving
situations.

In practice, how does artificial intelligence support
the security staff at the PSA SECH terminal? Security
staff can access video streams and - depending on
their access rights - system management and
configuration features directly from control room
workstations equipped with AiVu-Client D software.
AiVu-Client D supports full-screen image viewing as
well as the simultaneous display of up to 16 full HD
cameras. Thanks to predefined layouts and intuitive
configuration procedures, operators can split the
monitor into grids to constantly monitor the video
streams of interest.
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To better support security staff, the system
automatically generates an alarm notification
whenever the Al algorithms detect an event. Visual
and acoustic signals immediately alert operators,
highlighting the specific camera feed associated with
thetriggered alarm.

Al-powered video analytics algorithms detect people
in unauthorized or restricted zones, including
proximity to heavy machinery or transit areas, to
mitigate the risk of potential accidents and collisions.
When an alarm is triggered, the system initiates auto-
tracking of the detected subjects. The monitor
simultaneously displays the live camera feed and a
Picture-in-Picture (PiP) close-up of the detected
subject, ensuring constant and detailed visual
contact with the target.

The tracking feature continuously follows movements
within the frame, dynamically adjusting to keep the
subject centered in the zoomed view. This provides an
innovative, user-friendly solution for the fully
automatic tracking of people across all monitored
areas. As a result, control room operators no longer
need to switch between multiple camera feeds or
perform manual PTZ adjustmentsto track a subject.
By automating these tasks, operators can focus on
critical alarm management procedures—such as
using radios or mobile devices to warn machinery
operators of nearby personnel or dispatching security
staff to intercept potential intruders.



The introduction of the innovative video
surveillance system based on Al algorithms
has represented a significant technological
leap for PSA SECH.

The pre-existing motion detection system
has been replaced with a state-of-the-art
solution that enables the automatic, real-
time detection of unauthorized access or
movement within operational areas, with a
virtually zero error rate.

Furthermore, the ability to automatically
display alarms on screen provides essential
support for security personnel, allowing
them to focus immediately on events as they
unfold without the need to monitor multiple
camera feeds to reconstruct a situation.

Thanks to continuous investment in
innovative technologies, PSA SECH has
achieved a level of excellence in port
security. This result was made possible by
the quality of Aitek's solutions—a reliable
partner providing continuous support,
constant attention to technological trends,
and a long-term vision for seamlessly
integrating artificial intelligence into video
surveillance systems.

Saverio Dalbis,

Security Manager

Terminal Contenitori Porto di Genova S.p.A.
PSA SECH
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